NHOOPMALIMOHHASA ITAMATKA
IS OBYYAIOIIIUXCSA
C KaXIIbIM TOI0M MOJIOAICKH B UHTEPHETE CTAHOBUTHCS OOJIBIIE, a IIKOILHUKU OJHU
W3 CaMbIX AaKTUBHBIX IHoJb30Barened PyHera. Mexny TteMmM, IOMUMO OIPOMHOIrO
KOJINYECTBA BO3MOKHOCTEH, MHTEPHET HECET U MPoOIeMbl. JTa MaMATKa JOHKHA TOMOYb
Tebe 6e30MacHO HaXOUThCA B CETH.

KomnbrorepHbie BUpYCHI

KoMmbploTepHblii  BUpPYC - 3TO PpPa3HOBHJIHOCTh KOMIIBIOTEPHBIX IPOrpamm,
OTJIMYUTEIBHON OCOOEHHOCTBIO KOTOPOMW SIBJISETCA CIIOCOOHOCTh K pa3MHOKEHHIO. B
JOMIOJTHEHHUE K 3TOMY, BUPYCHI MOTYT MOBPEAUTD WM MIOJTHOCTHIO YHHUTOKUTH BCE (hailibl
U JaHHbIE, IOJKOHTPOJIbHBIE I10JIb30BATENI0, OT MMEHM KOTOpOro ObLIa 3alylleHa
3apakeHHasl porpaMma, a TaKKe MOBPEAUTh WIM JaK€ YHUUYTOKUTH OINEPALMOHHYIO
chUCcTeMy cO BceMmH (hailaMu B 1enoM. B OONBIIMHCTBE CIydaeB pPacIpOCTPaHSIOTCS
BHUPYCHI YEPE3 UHTEPHET.

MerTo/1bl 32U THI OT BPEAOHOCHBIX MPOrPaMM:

l. Hcnonb3yli COBPEMEHHBIE OINEPALMOHHBIE CUCTEMBI, HMEIOIIHE CEPbE3HBIN
YPOBEHb 3AIIUTHI OT BPEAOHOCHBIX MPOrPAMM;

2. IlocTostHHO ycTaHaBiMBail nautu (U(pPOBBIE 3aIIATKH, KOTOPbIE aBTOMAaTUYECKH
YCTaHABIUBAIOTCS C MENbIO JOPAaOOTKM MpOrpaMMmbl) M ApPyrue OOHOBIICHUS CBOEH
onepaloHHON cucTeMbl. CKauuBail X TOJIBKO ¢ opuIMaIbHOro caita paspadorurka OC.
Ecnu cymiecTByeT pexxuM aBTOMaTHYECKOT0 OOHOBIICHUS, BKIIIOUH €T0;

3. PabGortaii Ha cBOEM KOMITBIOTEpPE IIOJ TpPaBaMU TOJb30BATENsl, a HE
aAMUHHUCTpaTOpa. OTO HE TO3BOJUT OOJBUIMHCTBY BPEIOHOCHBIX IPOrpPaMM
MHCTAJJIMPOBATHCSl HA TBOEM MIEPCOHATIBHOM KOMITBIOTEPE;

4.  Hcnonp3yld  aHTUBMpPYCHBIE  IpPOrpaMMHBIE  NPOAYKTBI  H3BECTHBIX
IIPOU3BOJIUTENEH, C aBTOMAaTUUECKMM OOHOBJIEHUEM 0a3;

5. Orpaanyb GU3NIECKHIA JOCTYT K KOMIBIOTEPY A7l TOCTOPOHHUX JIUII;

6. cionp3yii BHEIIHNE HOCUTENN HH(OPMAIUH, TaKue Kak (Iemka, IMCK Win (aii
U3 UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UICTOYHUKOB;

7. He oTKpbIBaii KOMIIBIOTEPHBIE (DaliiIbl, TOTYYSHHBIE U3 HEHAIC)KHBIX UCTOYHUKOB.
Jlaxxe Te (ailsbl, KOTOpBIE MPHUCIAT TBOW 3HAKOMBIH. Jlydllie yTouHu y HETo, OTIPABIISIT
JIM OH Te0e HX.

Cern WI-FI

Wi-F1 - 370 He BUJ nepenayu JaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIL OpEH/I, MapKa.
Eme B 1991 rony nuaepnanjackas xomnanus 3apeructpuponana opena "WECA", uto
obo3nayanio cinoBocoueranue "Wireless Fidelity", xoTopslii mepeBoaMTCS  Kak
"GecrpoBOIHASI TOYHOCTH".

Jlo Hamero BpeMeHHM jAouuia apyras adOpeBuaTypa, KOTopas SBISIETCS TAKOW e
TexHojoruer. 9to abOpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObLIO JJaHO C HAMEKOM Ha



CTaHAapT BbICHIeH 3BykoBoW TexHuku Hi-Fi, uto B mepeBoie o3HadaeT '"BBICOKas
TOYHOCTB".

Jla, OecruiaTHBIA HHTEPHET-IOCTYT B Kae, OTEISAX 1 a3pOoIopTax sIBISIETCS OTINIHON
BO3MOXHOCTBIO BbIX0/1a B UHTEpHET. HO MHOTHE SKCIIEPTHI CUUTAIOT, YTO OOILEOCTYITHBIE
Wi-Fi ceTn He sBISAIOTCS 6€30NaCHBIMH.

CoBeTbl 10 6€30MaCHOCTH pabOTHI B 00LIEAOCTYNHBIX ceTax Wi-fi:

1. He nepenasaii cBoro JimuHyr0 wHpOpMAIUO yepe3 obmenocrymnusie Wi-Fi ceTn.
Pabotas B HUX, XenaTeJbHO HE BBOAUTH APOJIU JOCTYIIA, JOTUHBI U KaKUE-TO HOMEPA;

2. Ucnonb3yii 1 OOHOBIISAM aHTUBUPYCHBIE IpOrpaMMbl U OpanaMayep. Tem caMbiM
Thl 00€30nacHIb ceOs OT 3aKa4YKH BUPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnons3oBannu Wi-Fi otkmoun ¢yskuuio "OOmmii noctynm K Qaiinmam u
npuntepam”. JlaHHas QYHKOMA 3aKpeiTa IO YMOJNYAaHHIO, OJHAKO HEKOTOPHIE
MOJIb30BATENI aKTUBUPYIOT €€ I y100CTBa UCTIONB30BaHUS B padoTe Win yueoe;

4. He ucnons3yit myomuuneiidi WI-FI qyist nepenaun TM4YHBIX JaHHBIX, HAIPUMED IS
BBIX0J1a B COLIMAJIBHBIC CETH WUJIU B 3JIEKTPOHHYIO I10UTY;

5. Ucnonb3yit Tonbko 3amuiiennoe coeaunenue yepes HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B moOunpHOM Tenedone otkmoun ¢yHknuoo "Tloakmrouenne k  Wi-Fi
aBToMatuieckn". He mormyckaii aBToMaTn4ecKoro moKITIOYEeHUs YCTpOicTBa K ceTsiM Wi-
F1 6e3 TBOErO Ccornacus.

COIII/Ia.]'IbeIe CeTHn

CornuanbHble CETH aKTUBHO BXO/JIAT B HAIILY )KM3Hb, MHOTHE JIIOJIU pabOTaIOT U )KUBYT
TaM TMOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUJUIAAP YEIOBEK, YTO SIBIISICTCS
OJIHOM CeabMOM BCEX JKUTEJIEH IJIaHeThl. MHOTHME MOJb30BATElIXd HE IOHMMAIOT, YTO
uH(poOpMaINKs, pa3MelieHHass WMHU B COIHAIBHBIX CETSIX, MOXET ObITh HaAWJCHA W
HCII0JIb30BaHa K€M YrOJIHO, B TOM YHCJI€ HE 00s13aTeNIbHO ¢ OJIariMHU HAMEPEHUSIMU.

OcHOBHBIE COBETHI 110 0€30IMaCHOCTH B COIMAaJIbHBIX CCTAX:

1. Orpannup cnucok apyseil. Y 1e0s B Apy3bsiX HE JOJDKHO OBITH CIy4YalHBIX U
HE3HAKOMBIX JIOJICH;

2. 3ammmiail cBOIO YacTHYIO XKu3Hb. He yka3eiBaii mapomnu, TenedoHsl, aapeca, aTy
TBOETO POXACHUS H APYTyl0 JHYHYI0 WHOOPMAIUIO. 3IOYMBINIICHHUKH MOTYT
UCTIOIB30BaTh Ja)ke MHPOPMAIIHIO O TOM, KaK ThI ¥ TBOM POJIUTENH TNIAHUPYETE IPOBECTH
KaHUKYJIbI,

3. 3amumiai cBOIO pemyTaluio - Aep>KU €€ B YUCTOTE U 3ajJiaBail cebe BOmpoc: XOTel
OBI ThI, 9TOOBI IPYTHE TOTB30BATEIN BUJIEIH, UTO ThI 3arpyskaemisb? [logymaii, mpexe uem
YTO-TO OMyOJIMKOBATh, HAIMCATH U 3arPy3UTh;

4. Ecnu Thl TOBOPUIIb C JIIOABMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE pEAIbHOE
UM U IPYTYIO JIUYHYIO0 WH(GOPMAIUH: UM, MECTO )KUTEIbCTBA, MECTO yUeObl U MPOYEe;



5. U3beraii pasmemnienus ¢ororpaduii B MHTEepHETE, THEe ThI H300paKeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OMIPEJICIUTh TBOE MECTOIOJIOKCHHE;

6. Ilpu perucrpanuu B COLMAIBbHON CETHM HEOOXOIMMO MCIOJIb30BaTh CIOYKHBIE
MapoJid, COCTosIIue 13 OyKB U IU(P U C KOTMIECTBOM 3HAKOB HE MEHee §;

7. ns couuanbHOW CETH, MOYThl M JPYTUX CalTOB HEOOXOJUMO HCIIOJIb30BaTh
pasHble mapoiu. Toraa eciu TeOd B3JIOMAlOT, TO 3JI0YMBILUIEHHUKH IOJIy4aT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

BHeKTpOHHLIe JACHbI'N

DNEKTPOHHBIE IEHBIH - 3TO OYEHB YAOOHBIN CIIOCO0 MIATEXEH, OTHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3T JIEHBIU.

9JI€KTpOHHBIe JCHBI'U ITOSABUJINCH COBCEM HCEAABHO U MMCHHO H3-3a 3TOI'O BO MHOI'UX
rocygapCtBax 10 CHUX IMOP HC INPOMUCAHO IMPO HUX B 3aKOHAX.

B Poccun xe oHM (pyHKIMOHHPYIOT M O HHX YK€ IPOMHCAHO B 3aKOHE, TAE HX
pa3lensaoT Ha HECKOJIBKO BUJIOB - aHOHMMHBIE M HE aHOHMMHbIE. PasHuna B TOM, 4TO
aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peniaeTcs NpoBOAUTE onepannuu 6e3 naeHTuGpukanum
TIOJTb30BATENISA, @ B HEAHOHUMHBIX HJICHTH(HUKAIIHS TIOJIH30BaTENs ABISETCS 0053aTEIbHOM.

Taxxe  crnemyer  pa3nuuaTh  3JEKTPOHHbIE  (UAaTHbIE  JEHBIW  (PaBHBI
rOCYJapCTBEHHBIM BaJIOTaM) M JJIGKTPOHHBIE HeduaTHble JACHBIM (HE paBHbI
rOCy/apCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO O€30TMacHON padoTe ¢ NEKTPOHHBIMH JIEHBIAMHU:

1. IIpuBsixM K cueTy MOOUIIBHBIA TeAePOH. ITO caMblil yA0OHBIN 1 OBICTPBIN CITOCOO
BOCCTAaHOBUTH JOCTYN K cueTy. [IpuBsi3aHHbIi TenedoH MOMOXKET, eClii 3a0yIenb CBOM
TJIATEKHBIM AapOJIb WM 3aAEIIb HA CAaUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnone3yi#t ogHopaszobie maponu. [locie nmepexona Ha yCHIIGHHYIO aBTOPHU3ALINIO
TeOe yxe He Oy/IeT yrpoKaTh OMACHOCTh KPaXKH HIIM MepPeXBaTa MIaTeKHOTO apoJIs;

3. Boibepu crnoxusiii nmaponb. [IpectynHukam OyneT He MPOCTO yragaTrh CIOKHBINA
napoib. HajexxHele maponu - 3TO Mapoju, KOTOpbIE COAEP’KAaT HE MEHee § 3HAKOB U
BKJIFOYAIOT B €01 CTPOYHBIC U MPONHCHBIE OYKBBI, IU(PPBI 1 HECKOIBKO CHMBOJIOB, TAKHE
Kak 3HaK Jiojutapa, (yHTa, BOCKIHIATENbHBIN 3HaK U T.11. Hanpuwmep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA cailTaX, KOTOPHIM HE JOBEPSECIIb.
JIEKTPOHHAA MOYTA

DNEeKTPOHHAs IOYTA - 3TO TEXHOJIOTUS U IIPEIOCTABIISIEMbIE €10 YCIYTH 110 IEPECHUIKE
U TIOJTYYEHHUIO DIIEKTPOHHBIX COOOIICHUH, KOTOPHIE PACIPENENISIIOTCS B KOMIIBIOTEPHOM
cetn. OOBIYHO DJIEKTPOHHBIA TOYTOBBIN SIIUK BBITJSAUT CIEAYIOIUM 00pa3oM:
UMS_TIONIb30BATEISI(@UMS_TOMeHa. Takxke KpoMme Mepenadd MPOCTOr0 TEKCTa, MMEETCs
BO3MOXHOCTb Il€peaBaTh (aiibl.

OCHOBHBIE COBETHI 110 OE30ITACHOM paboTe ¢ AMEKTPOHHOU MOYTOMH:



1. Hago BeIOpaTh mpaBWIBHBINA MOYTOBBIA cepBUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIIATHBIX MOYTOBBIX CEPBHCOB, OJHAKO JyYIIE JAOBEPSITH TEM, KOTO 3HACHIb U
KTO IIEPBBIN B PEUTHHIE;

2. He yka3pIBaii B IMYHON MOYTE TNYHYIO nH(popmanuio. Hampumep, aydiie BEIOpaTh
"My3bIKanbHBINA _(panat@" wim "pok2013" BmecTo "Temal3";

3. Hcnonb3yil ABYX3TaHYIO aBTOPHU3ALUI0. JTO KOrAa MOMHUMO Mapojsi HYXHO
BBOJIUTH KO/, MMpUChUIaeMblil 1o SMS;

4. BeiOepu croxHBIN maposib. JJIs KaKI0ro MOYTOBOTO SIITUKA JODKEH OBITH CBOU
HAJIeKHBIM, YCTONYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOKHOCTD HaMCaTh CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3TY
BO3MOKHOCTb;

6. Mcnonb3yii HECKOJIBKO MOYTOBBIX AIIMKOB. IIepBbIi ISl YaCTHOW MEPENUCKH C
ajpecaTaMu, KOTOPBIM Thl JIOBEpPSIEIIb. DTO NEKTPOHHBIA agpec HE HAJO0 HUCIIOJIb30BaTh
IIPU PETUCTpaluH Ha HopyMax U caiTax;

7. He oTkpsIBail ¢aiiibl U Apyryue BIOKEHHUS B TUCbMAX, JTaXe €CJIM OHU IPUILLIN OT
TBOUX JApy3eil. Jlyumie yTounu y HUX, OTIIPABIISLIIN JTX OHU TeOe 3TU (aiiibl;

8. Ilocrme oxoHuaHusI pabOTHI Ha TIOYTOBOM CEpPBUCE IMEPE] 3aKPHITUEM BKIIAJKU C
caiiToM He 3a0y/1b HakaTh Ha "Beiitu".

KHﬁepﬁyJ’lJ’lI/IHF NJIA BUPTYAJIBHOC H3/1€BATECJILCTBO

KubepOymnmuHr - mpecienoBaHue COOOIICHUSMH, COJEPKANUMU OCKOPOIEHUS,
arpeccuio, 3alyTHMBaHUE; XYJIUTAHCTBO; COIMAIBHOE OOWKOTHPOBAHHE C TIOMOIIBIO
Pa3INYHBIX UHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 OOPHOE ¢ KMOEPOYIITUHIOM:

1. He Gpocatics B 60ii. JIlyummii crioco0: MOCOBETOBATHCS KakK ce0st BECTH U, €CITH HET
TOT0, K KOMY MOKHO OOpaTUThCS, TO BHaYaJle YCIIOKOUThLCSA. ECITM ThI HAYHEITh OTBEYATh
OCKOPOJICHHUSIMU Ha OCKOPOJICHUS, TO TOJBKO €I1ie 0OJIbIIe Pa30iOKeITh KOH(IUKT;

2. YnopaBnsii cBoel KubeppenyTamnuei;

3. AHOHUMHOCTDH B ceTd MHUMas. CyIIeCTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOHUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKHUIA 00pa3 BUPTyadbHOU Xu3HU. HTEpHET uKcupyeT
BCE TBOM JCUCTBUS U COXpPAHAET UX. Y JAIUTh UX OyleT KpaliHe 3aTpyIHUTENIBHO;

5. Coburoiaii CBOIO BUPTYAIIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuanyHbId HeraTuB. OHOPA30BBIE OCKOPOUTEIBHBIE COOOIICHUS
Jydiie urHopupoBaTh. OOBIYHO arpeccus MpeKpaniaeTcs Ha Ha4aldlbHOU CTaUu;

7. ban arpeccopa. B mporpamMmmax oOMeHa MrHOBEHHBIMU COOOIICHUSIMU, B
COIIMATBHBIX CETAX €CTh BO3MOXKHOCTb OJIOKUPOBKM OTHPABKU COOOILIEHUU C
OIpeIeNIEHHBIX aJPECOB;



8. Ecimm 1B cBuuerens kubOepOyiummHra. TBom AEWCTBUSA: BBICTYNUTH IPOTHUB
IIPECIIEI0BATENIS, I0KA3aTh EMY, YTO €T0 JIEHCTBUS OLICHUBAIOTCS HETATUBHO, ITOIEPKATh
KEPTBY, KOTOPOH HyXHA IICHXOJOTHYECKasi MOMOIIb, COOOMIMTH B3POCIBIM O (hakre
arpeCCUBHOTO IIOBEJCHUS B CETH.

MoOuabHblii Teaedon

CoBpemeHHbIe cMapT(HOHBI W IUIAHINETHI COAEpX)aT B ceOe BIOJTHE B3POCIbII
(yHKIHMOHAI, ¥ TeNepb OHU MOTYT KOHKYPUPOBATh CO CTAIIMOHAPHBIMU KOMITbIOTEPAMHU.
OpnHako, cpeaCcTB 3allUTHI JIsl MOJOOHBIX YCTPOUCTB MOKA OY€Hb Majio. TecTupoBaHue u
MOWCK YS3BUMOCTEN B HUX ITPOMCXOJMT HE TaK MHTEHCUBHO, Kak s [IK, To xe camoe
KacaeTcsi U MOOWJIbHBIX MPUIIOKEHUM.

CoBpemeHHbIE MOOWIIbHBIE Opay3epbl YK€ MNPaKTUYECKH JOTHAIM HACTOJIbHBIE
aHaJOIH, OJHAKO paclIpeHue (QyHKIMOHAIa BiIEYET 32 cO00M OOJBIIYIO CIOXKHOCTb U
MEHBUIYIO 3aIIMILEHHOCTb.

I[aJICKO HC BCC TMPOU3BOJUTCIIN  BBIIIYCKAIOT O6HOBJICHI/I${, 3aKPbIBAIOIINE
KPUTUYCCKHUC YA3BUMOCTH JIs1 CBOUX yCTpOﬁCTB.

OcHOBHBIE COBETHI JIsi 0€30MaCHOCTH MOOHMIILHOTO TenedoHa:

Huuero He siBisiercst mo-HacTosiiemMy OecruiaTHeIM. Bylib ocTOpokeH, Bellb Korjaa
TeOe mpeiaraloT OecIUIaTHBI KOHTEHT, B HEM MOTYT OBbITh CKPBIThI KaKUE-TO IJIaTHBIC
YCIIYTH;

Hymaii, mpexne uem otnpaButh SMS, ¢oTto wnu Buaeo. Tel TOUHO 3HACIB, TAE OHU
OyayT B KOHEYHOM UTore?

Heob6xommMo 0OHOBIISITH ONIEPAIIMOHHYIO CUCTEMY TBOETO CMapThOHA;
Wcnonb3yii aHTUBHPYCHBIE TTPOTPAMMEI JIJIsi MOOUITBHBIX TEIE(POHOB;

He 3arpy>1<ap”1 IMPHUIIOKCHUA OT HCU3BCCTHOTO UCTOYHHNKA, BE/Ib OHU MOT'YT COACPIKATH
BPCAOHOCHOC TPOTPaAMMHOC 06ecnequI/Ie;

[Tociie TOro KaK ThI BEIICIIL C caiiTa, I/ie BBOAWI JUMIHYIO WH()OPMAIIHIO, 321 B
HacTpoiiku Opay3epa u yjnanu cookies;

Ilepnoanuecku npoBepsiii, KaKUe IJIATHBIE YCIyTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaif cBOMf HOMEp MOOMIBHOTO Tene(OHa TOIBKO JIIOJSM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSIEIlIb;

Bluetooth momkeH ObITh BBIKJIIOUEH, KOTJa Thl UM HE Mojb3yelibes. He 3a0biBaii
WHOT/Ia IPOBEPSATH 3TO.

Online urpsi

CoBpeMEHHbIE OHJIAMH-UIPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOLIME pa3BIICUCHUS,
00BEMHAIOIINE COTHU THICSY YEJIOBEK MO BceMy Mupy. Urpoku nccneayror qJaHHbIA UM
MUp, OOIIAIOTCS APYr C JAPYTOM, BBINOJHSIOT 3a/aHus, CPaXKarTCsl C MOHCTpAMHU U
MIOJIy4atOT ONBIT. 32 YJIOBOJILCTBUE OHM ILJIATST: MOKYNAIOT AUCK, OIUIAYMBAIOT A0OHEMEHT
WM PUOOPETAIOT KaKHE-TO OILUU.



Bce atm cpencrtBa mayT Ha NOAJAEPKAHUE U PA3BUTHE UIPHI, a TAKKE HA CaMmy
0€30IMacCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPU3AIINH, BBITYCKAIOTCS HOBBIC MATUU
(urdpoBbIe 3aIUTATKY /IS TPOTPAMM), 3aKPHIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ[O6HBIX HUrpax CTOUT OImacaTbCs HEC CTOJIBKO CBOUX COIICPHUKOB, CKOJILKO KPaKn
TBOCTO MAapoJisd, HAa KOTOPOM OCHOBAHA CUCTEMa aBTOpHU3alluN OOJILIIMHCTBA urp.

OcCHOBHBIE COBETHI IT0 0€30ITaCHOCTH TBOETO HUI'POBOI'0 daKKAayHTa:

1. Ecnu npyroii urpok BeneT cels IMUIOXO WM CO3JaeT TeOe HENpPUSTHOCTH,
3a0JIOKHPYH €r0 B CITUCKE UTPOKOB;

2. Tloxanyiics aIMUHHCTpAaTOpaM HWIrpbl HA IUIOXO€ MOBEACHUE HTOTO UIPOKA,
JKEJIaTeJIbHO MPUJIOKHUTh KaKHE-TO JI0Ka3aTeIbCTBA B BUAE CKPHHOB;

3. He yka3bIBaii tnunHyto nHGOpMaIHio B podaiise urpsr;
4. YBaxkail pyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(uIIMaIbHbIE TATYA U MOIBI;

6. Ucrionb3yii cl0KHBIE U pa3HbIE MApPOJIN;

7. [Jaxe BO BpeMs UIPbl HE CTOMT OTKJIIOYaTh aHTUBUpPYC. [loka Tl urpaems, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

DOUINUHT WIN Kpaska JIMYHbIX JaHHBIX

OObIuHOM Kpa)kel JeHer W JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAHMBHIIb, HO C
pPa3BUTHEM HWHTEPHET-TEXHOJOTHHA 3JIOyMBIIIJICHHUKH MEPEMECTHIINCh B WHTEPHET, |
MPOJOJKAIOT 3aHUMAThCA " MIOOUMBIM" JIETIOM.

Tak mosiBUJIach HOBas yrpo3a: MHTEPHET-MOLICHHMYECTBA WJIM (DUIIMHT, IJIaBHAs
1elb KOTOPOrO COCTOMUT B IMOJYYEHUM KOH(MUICHIMAIbHBIX JAHHBIX I0JIb30BaTENCH -
JoruHOoB U napoieil. Ha anrnuiickom si3bike phishing unraercs kak gumuHr (ot fishing -
pbIOHas JIOBIIsA, password - mapoJb).

OcHOBHBIE COBETHI 110 OOPHOE € PUITUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl mopo3peBaelib, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATH €€ U COOOITUTh aIMUHUCTPATOPaM pecypca 00
ATOM KaK MOKHO CKOpEe;

2. HUcnonw3yii Oe3onacHble BeO-CaiThl, B TOM 4YHUCJE, MHTEPHET-MArasmuHOB U
ITIONCKOBEIX CHCTEM,;

3. Ucnionw3yii clnoKHbIE U pa3Hble Mapoyid. TakuM 00pa3om, eciiu TeOs B3IOMAIOT, TO
3JI0YMBIIIJIEHHUKH MOJTy4YaT AOCTYI TOJbKO K OJTHOMY TBOEMY MPOGUIIO B CETH, a HE KO
BCEM;

4. Eciu 1e0s B370Maly, TO HEOOXOIUMMO NPENyNpPEeIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBbIE J00aBiIeHbl Y TEOS B IpY3bsiX, O TOM, YTO TEOS B3JIOMAJIH U, BO3MOXKHO, OT TBOETO
MMEHU OyJIeT pacchlIaThCs ClIaM U CChUIKU Ha (PMITMHTOBBIE CAUTBHI;

5. YcranoBu HaznexHbii napois (PIN) Ha MoOuIbHBIN TenedoH;



6. OTKIII0YM COXpaHEHHE Maposis B Opaysepe;

7. He oTkpsIBail ¢aiiibl U ApyTryue BIOKEHHUS B TUCbMAX, JIaXke €CJIM OHU IMPUILIN OT
TBOUX JApy3eil. Jlyumie yTounu y HuX, OTIPABISUIA JIM OHU T€0e 3TH (ailiibl.

Hudposas penyrauus

[{udposas penyTamus - 3TO HETraTUBHAS WK TTO3UTUBHAS HH(OpMAIHS B ceTH 0 Tebe.
Komnpomerupyromass uHpOpManus, pasMemieHHass B WHTEPHETE, MOXET CEepbe3HBIM
o0pa3oM OTpa3uThCs Ha TBoeW peanbHOW *)u3HU. "llndppoBas pemyramus" - 3TO TBOM
UMUK, KOTOPBIA (hopMupyeTcst u3 HHPopManuu o Tede B MHTEPHETE.

TBoe mecTo xuTenbcTBa, y4eObl, TBOE€ (MHAHCOBOE IIOJIOKEHUE, OCOOCHHOCTH
XapakTepa U paccKasbl O OJU3KUX - BCE ITO HAKATUIMBAETCS B CETH.

MHorre TOAPOCTKH JIETKOMBICIIEHHO OTHOCATCA K NyONWKanmuyd — JTUYHOU
uH(popmauuu B IHTepHETE, HE TOHUMAsi BOZMOKHBIX IOCIEACTBUI. ThI 1aXKe HE CMOXKEILb
JI0raiatbesi O TOM, 4To ororpadus, pa3MeleHHas S JeT Ha3aj, cTaja NPUYMHON OTKa3a
MPUHATH TeOs Ha paboTy.

Kommenrtapun, pasmemenune TBoux (otorpaduii u Apyrue IEHCTBUS MOTYT He
HCYE3HYTh JJaXe II0CJIE TOTO, KaK Thl MX yAAJIUIIb. bl HE 3HACIIb, KTO COXPAaHWI ITY
MH(pOpMaLHIO, NIONAJIA JIM OHA B IOMCKOBBIE CUCTEMBI U COXPAaHUJIACh JIM OHA, a INIAaBHOE:
4TO MOAYMAIOT O Tebe OKPYKAIoIue IO, KOTOpble HAWAYT W yBUAAT 3T0. Haiitm
MH(POPMAIIHIO MHOTO JIET CITYCTSI CMOXET JIF000H - KaKk U3 TOOPBIX MOOYXKAEHUH, TaK H C
HaMEpEeHHEM NMPUUUHUTD BPed. ITO MOXKET ObITh KTO YTOJHO.

OCHOBHBIE COBETHI IO 3aLTUTE UGPOBOI PEIyTaIIH:

1. Ilogymaii, mpexae 4em 4To-To MyOJIMKOBaTh U MepeaaBaTh y ce0s B 0yiore wiu B
COIIMAJIbHOM CEeTH;

2. B nactpoiikax npo¢uis yCTaHOBU OTPAaHUYCHUS HA IPOCMOTP TBOETO MPOoduis u
€ro COJIEPKUMOTO, CAeNall ero ToJabKo "1y apy3ei';

3. He pa3memaii m He yKa3plBail HH(POPMALHUIO, KOTOpas MOMET KOTrO-IH00
OCKOPOJISITh UK OOMXKATD.

ABTOpCKOE IPaBo

CoBpeMeHHbIE MIKOJBHUKU - aKTUBHBIC IOJIB30BATENH HHU(POBOTO MPOCTPAHCTBA.
OpHako maneko He BCe 3HAIOT, YTO MOJIH30BAaHWE MHOTHMMH BO3MOXKHOCTSMHU IIH(PPOBOTO
Mupa TpedyeT coOI0AeHNs IPaB Ha UHTEJUIEKTYaJbHYI COOCTBEHHOCTD.

TepMuH "MHTENIEKTyalIbHAsE COOCTBEHHOCTD' OTHOCHUTCS K Pa3IMYHbIM TBOPEHUIM
YeJIOBEYECKOr0 yMa, HauyuHasi C HOBBIX H300pETEHM W 3HAKOB, O0O3HAYAIOIIMX
COOCTBEHHOCTh Ha MPOJIYKThl M YCIYTdM, M 3aKaH4YMBas KHUTraMmH, (oTorpadusmu,
KMHO(UIbMaMU U MY3bIKaJIbHBIMU ITPOU3BEACHUSIMHU.

ABTOpCKME TMpaBa - 3TO IpaBa Ha HHTEIUIEKTyaJlbHYl0O COOCTBEHHOCTh Ha
MIPOU3BEACHHUSI HAyKH, JUTEPATypbl M HUCKYyCCTBAa. ABTOpPCKHME IpaBa BBICTYNAIOT B
KayecTBE rapaHTHH TOTO, YTO MHTEIUIEKTYyaJIbHBII/TBOPUECKUN TpPya aBTOopa He Oyner
HaIlpacHbIM, J1aCT €MY CIIpaBEeJIMBbIE BO3MOKHOCTH 3apaloTaTh HAa Pe3yJIbTaTaXx CBOETO
TpyZJa, MOJIYYUTh U3BECTHOCTh U NpHu3HaHue. HukTo 0e3 pasperieHuss aBTopa HE MOKET



BOCIIPOM3BOJIUTE €r0 IPOU3BEICHHUE, PACIPOCTPAHATh, MYyOJUYHO JIEMOHCTPUPOBATH,
npoAaBaTh, HUMIOPTHPOBATh, IMYyCKaTh B  MPOKaT, MyOJMYHO  HCIOJHSTH,
MOKa3bIBATH/UCIIONHATE B 3(pupe miu pa3meniate B UnTepuere.

Hcnonp3oBanue "mUpaTckoro" MporpaMMHOIO OOECIIEUEHUs] MOXKET IPUBECTH K
MHOTMM pPHCKaM: OT IOTEPU JaHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKU TBOETO
YCTpOICTBA, Tl yCTaHOBIIEHA HEJeralbHas nporpamMMa. He cTtouT Takke 3a0bIBaTh, 4TO
CYLIECTBYIOT JIETAJIbHBIE U OECIUIaTHBIE TPOrPaMMBbI, KOTOPbIE MO>KHO HAlTH B CETH.

O nopraue

CereBUYOK.p - TBOW TJIaBHBIA COBETYMK B CETHU. 3IECHh Thl MOXKENIb Yy3HATH O
0€30MacHOCTH B CETH IMOHSATHBIM M JIOCTYITHBIM SI3IKOM, a TP BO3HUKHOBEHHU
KPUTHUYECKOW CUTYalluu OOpaTUTHCS 32 COBETOM. A TaKk)Ke MPUHATH y4acTHE B KOHKypCax
U CTaTh CaMbIM HU(POBBIM IPAKIAHUHOM !
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